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ACER Certificates 
Assessment Report  
 
ACER Certificates provide students the 
opportunity to set personal targets and 
be recognised and rewarded. 

 
                                     
                       

Age restriction None   

Version Paid 

Website https://academy.acer.edu.au/ 

Terms of use/Privacy policy https://academy.acer.edu.au/terms-and-conditions 

Data location Within Australia 

Category Teaching and Learning 
Assessment and Testing 

Personal information requested • Staff/teacher name 
• Student work/content 
• Student gender 
• Student grades or performance 

data 
• Parent contact information  

 

• Staff/teacher email 
• Student name 
• Student date of birth 
• Student other data 
• Parent name 
 

Parent/guardian consent Bundled consent required 

 

   

ACER Certificates 
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Please review the information provided in the table below.  Not all information may apply to your school’s use of the applications.  
Please cut and paste the below information into your bundled consent form for parents. 

Name 
ACER Certificates 
https://academy.acer
.edu.au/ 
 

Category 
Teaching and 
Learning, 
Assessment and 
Testing 

Information provided: 
Staff/teacher: name, email 
Student: name, date of birth, 
work/content, gender, grades or 
performance data, other data  
Parent: name, contact information 
How the information is used: 
ACER Certificates provide students 
the opportunity to set personal 
targets and be recognised and 
rewarded. 
Where the information is stored: 
Within Australia 

Terms of Use / Privacy Policy 
https://academy.acer.edu.au/terms-
and-conditions 

Please note: While the information in this review is considered true and correct at the date of publication, subsequent changes to 
the software or vendor policy may impact its accuracy. 

This information has been provided to you as a confidential service and should not be forwarded electronically or in hard copy to 
third party service providers. 

Date of Assessment:  15 May 2020 

   

INFORMATION YOU SHOULD KNOW  
 

• Parent consent for students must be obtained in order to comply with the vendor’s Privacy Policy or Terms of 
Use. 
 

TIPS FOR PROTECTING PERSONAL INFORMATION   
Practice and teach safe online practices (see below) 

 

Creating strong passwords 
Passwords created with a combination of upper and lowercase letters, numerals and special characters make it 
more difficult for other people to guess. 
 

 

 

   

ACER Certificates 
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Adobe Creative Cloud 
for Education 
Assessment Report 
Includes Creative Cloud “All Apps” 
Education K-12 2020 
 
AGE RESTRICTION 13+ 

 

                                  
                         

Age restriction 13 +  

Version Paid 

Website https://www.adobe.com/ 

Terms of use/Privacy policy https://www.adobe.com/au/privacy/policy.html 
https://www.adobe.com/au/legal/terms.html 

Data location Outside Australia  

Category Teaching and Learning 
 

Personal information requested • Staff/teacher name 
• Student email 
• Parent contact information  
 

• Staff/teacher email 
• Student name 
• Parent name 
 

Parent/guardian consent Bundled consent required 

 

   

Adobe Creative Cloud 
for Education 

 



 
 

© Department of Education WA 
Privacy and Security Assessment Report v8 
 

 

 
Please review the information provided in the table below.  Not all information may apply to your school’s use of the applications.  
Please cut and paste the below information into your bundled consent form for parents. 

Name 
Adobe Creative Cloud 
for Education 
https://www.adobe.com
/au/creativecloud/buy/e
ducation.html 
 

Category 
Teaching and 
Learning 
 

Information provided: 
Staff/teacher: name and email 
Student: name and email 
Parent: name and contact 
information 
How the information is used: 
Includes Creative Cloud “All Apps” 
Education K-12 2020 
Where the information is stored: 
Outside Australia  

Terms of Use / Privacy Policy 
https://www.adobe.com/au/priva
cy/policy.html 
 
https://www.adobe.com/au/legal/
terms.html 

Please note: While the information in this review is considered true and correct at the date of publication, subsequent changes to 
the software or vendor policy may impact its accuracy. 

This information has been provided to you as a confidential service and should not be forwarded electronically or in hard copy to 
third party service providers. 

Date of Assessment:  23 July 2020 

   

INFORMATION YOU SHOULD KNOW  
 

• Applications within this service may enable students to upload content.  Teachers should supervise students to 
ensure they only upload personally identifiable content, including photos, that are required. 
 

TIPS FOR PROTECTING PERSONAL INFORMATION   
Practice and teach safe online practices (see below) 

 

Account creation and use 
Students may use their Department email address but should not use their Department sign-on password when 
setting up an account. 
Creating strong passwords 
Passwords created with a combination of upper and lowercase letters, numerals and special characters make it 
more difficult for other people to guess. 
 

 

 

   

Adobe Creative Cloud 
for Education 
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Apple 
Assessment Report  
Includes Apple School Manager, pre-
loaded applications and additional 
modules on a Managed Apple ID. 
 

 

                                    

 
                         

Age restriction None   

Version July 2020 

Website https://www.apple.com/au 
 

Terms of use/Privacy policy https://www.apple.com/au/privacy/ 
https://school.apple.com/ 
 

Data location Within Australia 
 

Category Teaching and Learning 
 

Personal information requested • Staff/teacher name 
• Student email 
• Student work/content 
• Student grades or performance 

data 
• School name 
• Class details 

 

• Staff/teacher email 
• Student name 
• Student photos or videos  
• Student other data 
• School year 
• Student Username  

 

Parent/guardian consent Bundled consent required 

 

   

Apple  
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AutoCAD 
Assessment Report 
Design and drafting application 
 

                                      
                         

Age restriction None  

Version Paid 

Website https://www.autodesk.com.au/ 
 

Terms of use/Privacy policy https://www.autodesk.com/company/legal-notices-trademarks/privacy-
statement 
https://www.autodesk.com/company/legal-notices-trademarks/privacy-
statement/childrens-privacy-statement 
 

Data location Outside Australia  

Category Teaching and Learning 
References & Resources 

Personal information requested • Staff/teacher name 
• Student email 
• Student work/content 

 

• Staff/teacher email 
• Student name 
• Student date of birth 

 

Parent/guardian consent Bundled consent required 

 

   

AutoCAD 
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Please review the information provided in the table below.  Not all information may apply to your school’s use of the applications.  
Please cut and paste the below information into your bundled consent form for parents. 

Name 
AutoCAD 
https://www.aut
odesk.com.au/ 
 
 
 

Category 
Teaching and 
Learning 
References & 
Resources 

Information provided: 
Staff/teacher: name, email  
Student: name, email, date of 
birth, work 
How the information is used: 
Design and drafting application 
Where the information is 
stored: 
Outside Australia  

Terms of Use / Privacy Policy 
https://www.autodesk.com/co
mpany/legal-notices-
trademarks/privacy-statement 
 
https://www.autodesk.com/co
mpany/legal-notices-
trademarks/privacy-
statement/childrens-privacy-
statement 
 

Please note: While the information in this review is considered true and correct at the date of publication, subsequent changes to 
the software or vendor policy may impact its accuracy. 

This information has been provided to you as a confidential service and should not be forwarded electronically or in hard copy to 
third party service providers. 

Date of Assessment:  February 2021 

   

INFORMATION YOU SHOULD KNOW  
 

• This service enables students to upload content.  Teachers should supervise students to ensure they only upload 
personally identifiable content, including photos, that are required. 
 

TIPS FOR PROTECTING PERSONAL INFORMATION   
Practise and teach safe online practices (see below) 

 

Account creation and use 
Students may use their Department email address but should not use their Department sign-on password when 
setting up an account. 
Highest privacy settings 
Always check the privacy settings available and apply the highest level. 
Creating strong passwords 
Passwords created with a combination of upper and lowercase letters, numerals and special characters make it 
more difficult for other people to guess. 
 

 

 

   

AutoCAD 
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Please review the information provided in the table below.  Not all information may apply to your school’s use of the applications.  
Please cut and paste the below information into your bundled consent form for parents. 

Name 
Apple 
https://www.app
le.com/au 
 
 
 
 

Category 
Teaching and 
Learning 
 

Information provided: 
Staff/teacher: name, email  
Student: name, email, work/content, 
photos or videos, grades or performance 
data. 
Other data: school, class details, school 
year, student username 
How the information is used: 
Includes Apple School Manager, pre-
loaded applications and additional 
modules on a Managed Apple ID. 
Where the information is stored: 
Outside Australia  

Terms of Use / Privacy Policy 
https://www.apple.com/au/privac
y/ 
 
https://school.apple.com/ 
 

Please note: While the information in this review is considered true and correct at the date of publication, subsequent changes to 
the software or vendor policy may impact its accuracy. 

This information has been provided to you as a confidential service and should not be forwarded electronically or in hard copy to 
third party service providers. 

Date of Assessment:  November 2020 

   

INFORMATION YOU SHOULD KNOW  
 

• This service enables students to upload content.  Teachers should supervise students to ensure they only upload 
personally identifiable content, including photos, that are required. 
 

TIPS FOR PROTECTING PERSONAL INFORMATION   
Practise and teach safe online practices (see below) 

 

Data minimisation 
Only provide personal information that is essential for use of the service.  Reconsider sharing any optional 
information including photos.  Remind students not to post any photos of other people without permission from the 
individual and parent. 
Highest privacy settings 
Always check the privacy settings available and apply the highest level. 
 

 

 

   

Apple  
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Assemblr EDU 
Assessment Report 
Interactive learning environment using 
augmented reality. 
 

                                      
                         

Age restriction None   

Version Paid 

Website https://assemblrworld.com/ 
 

Terms of use/Privacy policy https://assemblrworld.com/pages/privacy-policy 
https://assemblrworld.com/pages/term-and-condition 
 

Data location Outside Australia  

Category Teaching and Learning 
References & Resources 

Personal information requested • Staff/teacher name 
• Student email 
• Student work/content 
• Student behaviour records 

 

• Staff/teacher email 
• Student name 
• Student photos or videos  

 

Parent/guardian consent Bundled consent required 

 

   

Assemblr EDU 
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Please review the information provided in the table below.  Not all information may apply to your school’s use of the applications.  
Please cut and paste the below information into your bundled consent form for parents. 

Name 
Assemblr EDU 
https://assemblr
world.com/ 
 
 
 

Category 
Teaching and 
Learning 
References & 
Resources 

Information provided: 
Staff/teacher: name, email 
Student: name, email, 
work/content, behaviour, 
photos or videos 
How the information is used: 
Interactive learning 
environment using augmented 
reality. 
Where the information is 
stored: 
Outside Australia  

Terms of Use / Privacy Policy 
https://assemblrworld.com/pag
es/privacy-policy 
 
https://assemblrworld.com/pag
es/term-and-condition 
 

Please note: While the information in this review is considered true and correct at the date of publication, subsequent changes to 
the software or vendor policy may impact its accuracy. 

This information has been provided to you as a confidential service and should not be forwarded electronically or in hard copy to 
third party service providers. 

Date of Assessment:  January 2021 

   

INFORMATION YOU SHOULD KNOW  
 

• Parent consent for students must be obtained in order to comply with the vendor’s Privacy Policy or Terms of 
Use. 

 

TIPS FOR PROTECTING PERSONAL INFORMATION  .  
Practise and teach safe online practices (see below) 

 

Account creation and use 
Students may use their Department email address but should not use their Department sign-on password when 
setting up an account. 
Data minimisation 
Only provide personal information that is essential for use of the service.  Reconsider sharing any optional 
information including photos.  Remind students not to post any photos of other people without permission from the 
individual and parent. 
 

 

 

   

Assemblr EDU 
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Big Maths Online 
Assessment Report 
Primary Maths Program 

 
                                     

                         

Age restriction None   

Version Paid 

Website https://www.bigmaths.com/ 
 

Terms of use/Privacy policy http://www.andrelleducation.com/privacy-notice/ 
https://www.andrelleducation.com/legal-notice/ 
 

Data location Outside Australia  

Category Teaching and Learning 
 

Personal information requested • Staff/teacher name 
• Student work/content 
• School name 
 

• Staff/teacher email 
• Student name 

 

Parent/guardian consent Bundled consent required 

 

   

Big Maths Online 
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Please review the information provided in the table below.  Not all information may apply to your school’s use of the applications.  
Please cut and paste the below information into your bundled consent form for parents. 

Name 
Big Maths Online 
https://www.big
maths.com/ 
 
 
 

Category 
Teaching and 
Learning 
 

Information provided: 
Staff/teacher: name, email  
Student: name, work/content 
Other data: school 
How the information is used: 
Primary Maths Program 
Where the information is 
stored: 
Outside Australia  

Terms of Use / Privacy Policy 
http://www.andrelleducation.c
om/privacy-notice/ 
 
https://www.andrelleducation.c
om/legal-notice/ 
 

Please note: While the information in this review is considered true and correct at the date of publication, subsequent changes to 
the software or vendor policy may impact its accuracy. 

This information has been provided to you as a confidential service and should not be forwarded electronically or in hard copy to 
third party service providers. 

Date of Assessment:  February 2021 

   

INFORMATION YOU SHOULD KNOW  
 

• This service enables students to upload content.  Teachers should supervise students to ensure they only upload 
personally identifiable content, including photos, that are required. 
 

TIPS FOR PROTECTING PERSONAL INFORMATION   
Practise and teach safe online practices (see below) 

 

Data minimisation 
Only provide personal information that is essential for use of the service.  Reconsider sharing any optional 
information including photos.  Remind students not to post any photos of other people without permission from the 
individual and parent. 
Highest privacy settings 
Always check the privacy settings available and apply the highest level. 
Creating strong passwords 
Passwords created with a combination of upper and lowercase letters, numerals and special characters make it 
more difficult for other people to guess. 
 

 

 

   

Big Maths Online 
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Boom Cards 
Assessment Report  
Digital resources. 
 
 

 

                                    

 
                         

Age restriction None   

Version Other 

Website https://wow.boomlearning.com/ 
 

Terms of use/Privacy policy https://wow.boomlearning.com/blog/privacy 
 

Data location Outside Australia  

Category Teaching and Learning 
References & Resources 

Personal information requested • Staff/teacher name 
• Staff/teacher personal 

information 
• Student email 
• Student work/content 
• Student grades or performance 

data 
 

• Staff/teacher email 
• Staff/teacher other data 
• Student name 
• Student other data 
• School name 
 

Parent/guardian consent Bundled consent required 

 

   

Boom Cards 
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Please review the information provided in the table below.  Not all information may apply to your school’s use of the applications.  
Please cut and paste the below information into your bundled consent form for parents. 

Name 
Boom Cards 
https://wow.boo
mlearning.com/ 
 
 
 

Category 
Teaching and 
Learning 
References & 
Resources 

Information provided: 
Staff/teacher: name, email, 
personal information, other 
data  
Student: name, email, 
work/content, grades or 
performance data  
Other data: school 
How the information is used: 
Digital resources 
Where the information is 
stored: 
Outside Australia  

Terms of Use / Privacy Policy 
https://wow.boomlearning.com/blog/privacy 
 

Please note: While the information in this review is considered true and correct at the date of publication, subsequent changes to 
the software or vendor policy may impact its accuracy. 

This information has been provided to you as a confidential service and should not be forwarded electronically or in hard copy to 
third party service providers. 

Date of Assessment:  November 2020 

   

INFORMATION YOU SHOULD KNOW  
 

• Parent consent for students must be obtained in order to comply with the vendor’s Privacy Policy or Terms of 
Use. 
 

TIPS FOR PROTECTING PERSONAL INFORMATION   
Practise and teach safe online practices (see below) 

 

Account creation and use 
Students may use their Department email address but should not use their Department sign-on password when 
setting up an account. 
Data minimisation 
Only provide personal information that is essential for use of the service.  Reconsider sharing any optional 
information including photos.  Remind students not to post any photos of other people without permission from the 
individual and parent. 
 

 

 

   

Booms Cards 
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Book Creator 
Assessment Report  
Tool for creating digital books. 
 
 
 

 

                                    

 
                         

Age restriction None   

Version Paid 

Website https://bookcreator.com/ 

Terms of use/Privacy policy https://bookcreator.com/terms-of-service/ 
https://bookcreator.com/pp-row/ 

Data location Outside Australia  

Category Teaching and Learning 
 

Personal information requested • Staff/teacher name 
• Student email 
• Student work/content 
• Student other data 

 

• Staff/teacher email 
• Student name 
• Student photos or videos  

 

Parent/guardian consent Bundled consent required 

 

   

Book Creator 
 



 
 

© Department of Education WA 
Privacy and Security Assessment Report v8 
 

 

 
Please review the information provided in the table below.  Not all information may apply to your school’s use of the applications.  
Please cut and paste the below information into your bundled consent form for parents. 

Name 
Book Creator 
https://bookcreat
or.com/ 
 
 

Category 
Teaching and 
Learning 
 

Information provided: 
Staff/teacher: name and email 
Student: name, email, 
work/content, photos or videos 
and other data) 
How the information is used: 
Tool used for creating digital 
books 
Where the information is 
stored: 
Outside Australia  

Terms of Use / Privacy Policy 
https://bookcreator.com/terms-of-service/ 
 
https://bookcreator.com/pp-row/ 

Please note: While the information in this review is considered true and correct at the date of publication, subsequent changes to 
the software or vendor policy may impact its accuracy. 

This information has been provided to you as a confidential service and should not be forwarded electronically or in hard copy to 
third party service providers. 

Date of Assessment:  20 July 2020 

   

INFORMATION YOU SHOULD KNOW  
 

• This service enables students to upload content.  Teachers should supervise students to ensure they only upload 
personally identifiable content, including photos, that are required. 
 

TIPS FOR PROTECTING PERSONAL INFORMATION   
Practice and teach safe online practices (see below) 

 

Account creation and use 
Students may use their Department email address but should not use their Department sign-on password when 
setting up an account. 
Creating strong passwords 
Passwords created with a combination of upper and lowercase letters, numerals and special characters make it 
more difficult for other people to guess. 
 

 

 

   

Book Creator 
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Insert App Name 
Assessment Report 
School communication platform that 
includes student portfolios and 
behavioural management. 
 

 
                                     

                         

Age restriction None   

Version Free 

Website https://www.classdojo.com/ 
 

Terms of use/Privacy policy https://www.classdojo.com/privacycenter/ 
https://www.classdojo.com/terms/ 
 

Data location Outside Australia  

Category Teaching and Learning 
School and class communication 

Personal information requested • Staff/teacher name 
• Student work/content 
• Student behaviour records 
• Parent contact information  

 

• Staff/teacher email 
• Student name 
• Student photos or videos  

 

Parent/guardian consent Bundled consent required 

 

   

Class Dojo 
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Please review the information provided in the table below.  Not all information may apply to your school’s use of the applications.  
Please cut and paste the below information into your bundled consent form for parents. 

Name 
Class Dojo 
https://www.clas
sdojo.com/ 
 
 
 

Category 
Teaching and 
Learning 
School and class 
communication 

Information provided: 
Staff/teacher: name, email 
Student: name, email, 
work/content, behaviour, 
photos or videos 
Parent: name, contact 
information 
How the information is used: 
School communication platform 
that includes student portfolios 
and behavioural management. 
Where the information is 
stored: 
Outside Australia  

Terms of Use / Privacy Policy 
https://www.classdojo.com/pri
vacycenter/ 
 
https://www.classdojo.com/ter
ms/ 
 

Please note: While the information in this review is considered true and correct at the date of publication, subsequent changes to 
the software or vendor policy may impact its accuracy. 

This information has been provided to you as a confidential service and should not be forwarded electronically or in hard copy to 
third party service providers. 

Date of Assessment:  January 2021 

   

INFORMATION YOU SHOULD KNOW  
 

• Parent consent for students must be obtained in order to comply with the vendor’s Privacy Policy or Terms of 
Use. 

• This service enables students to upload content.  Teachers should supervise students to ensure they only upload 
personally identifiable content, including photos, that are required. 
 

TIPS FOR PROTECTING PERSONAL INFORMATION   
Practise and teach safe online practices (see below) 

 

Data minimisation 
Only provide personal information that is essential for use of the service.  Reconsider sharing any optional 
information including photos.  Remind students not to post any photos of other people without permission from the 
individual and parent. 
Using aliases/nicknames 
Where possible, consider using non-identifying user names e.g. first name, first two letters of last name and a series 
of numbers e.g. JennBr25.  Numerals chosen could be based on day of birth, house number, etc. to help young 
children remember.  
 

 

 

   

Class Dojo 
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Code.org 
Assessment Report  
Coding, Scripting, Programming; Online 
learning, Online courses 

 

                                    

 
                         

Age restriction None   

Version Free 

Website https://code.org/ 
 

Terms of use/Privacy policy https://code.org/tos 
 

Data location Outside Australia  

Category Teaching and Learning 
 

Personal information requested • Staff/teacher name 
• Student home address 
• Student email 
• Student work/content 
• Student gender 
• School name 
• Class details 

 

• Staff/teacher email 
• Student name 
• Student photos or videos  
• Student other data 
• Parent name 
• Parent financial data  
• School year 
• Student Username  

 

Parent/guardian consent Bundled consent required 

Overall Rating 

 

   

Code.org 
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Please review the information provided in the table below.  Not all information may apply to your school’s use of the applications.  
Please cut and paste the below information into your bundled consent form for parents. 

Name 
Code.org 
https://code.org/ 
 
 
 

Category 
Teaching and 
Learning 
 

Information provided: 
Staff/teacher: name, email 
Student: name, email, 
work/content, photos or videos, 
gender, other   
Other data: school, class details, 
school year, student username 
How the information is used: 
Coding, Scripting, Programming; 
Online learning, Online courses. 
Where the information is 
stored: 
Outside Australia  

Terms of Use / Privacy Policy 
https://code.org/tos 
 

Please note: While the information in this review is considered true and correct at the date of publication, subsequent changes to 
the software or vendor policy may impact its accuracy. 

This information has been provided to you as a confidential service and should not be forwarded electronically or in hard copy to 
third party service providers. 

Date of Assessment:  November 2020 

   

INFORMATION YOU SHOULD KNOW  
 

• This service enables students to upload content.  Teachers should supervise students to ensure they only upload 
personally identifiable content, including photos, that are required. 
 

TIPS FOR PROTECTING PERSONAL INFORMATION   
Practise and teach safe online practices (see below) 

 

Data minimisation 
Only provide personal information that is essential for use of the service.  Reconsider sharing any optional 
information including photos.  Remind students not to post any photos of other people without permission from the 
individual and parent. 
Highest privacy settings 
Always check the privacy settings available and apply the highest level. 
 

 

 

   

Code.org 
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Compass Biometrics 
Assessment Report 
This rating applies only to Compass 
Biometric modules 
 

                                      
                         

Age restriction None   

Version Paid 

Website https://www.compass.education/compass-features/compass-for-schools 
 

Terms of use/Privacy policy https://sites.google.com/a/jdlf.com.au/policies/ 
https://sites.google.com/a/jdlf.com.au/policies/biometric-data 
https://sites.google.com/a/jdlf.com.au/policies/privacy 
 

Data location Within Australia 
 

Category School management system. 

Personal information requested • Staff/teacher name 
• Staff/teacher personal 

information 
• Student home address 
• Student email 
• Student gender 
• Student biometric data 

 

• Staff/teacher email 
• Student name 
• Student telephone number 
• Student date of birth 
• Student photos or videos  

 

Parent/guardian consent Bundled consent required 

 

   

Compass Biometrics 
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Please review the information provided in the table below.  Not all information may apply to your school’s use of the applications.  
Please cut and paste the below information into your bundled consent form for parents. 

Name 
Compass 
Biometrics 
https://www.com
pass.education/c
ompass-
features/compass
-for-schools 
 
 

Category 
School 
management 
system 

Information provided: 
Staff/teacher: name, email, 
personal information 
Student: name, home address, 
telephone, email, date of birth, 
photos or videos, gender, 
biometric data 
How the information is used: 
School management system 
using student biometric data. 
Where the information is 
stored: 
Within Australia 
Outside Australia  

Terms of Use / Privacy Policy 
https://sites.google.com/a/jdlf.
com.au/policies/ 
 
https://sites.google.com/a/jdlf.
com.au/policies/biometric-data 
 
https://sites.google.com/a/jdlf.
com.au/policies/privacy 
 

Please note: While the information in this review is considered true and correct at the date of publication, subsequent changes to 
the software or vendor policy may impact its accuracy. 

This information has been provided to you as a confidential service and should not be forwarded electronically or in hard copy to 
third party service providers. 

Date of Assessment:  February 2021 

TIPS FOR PROTECTING PERSONAL INFORMATION   
Practise and teach safe online practices (see below) 

 

Account creation and use 
Students may use their Department email address but should not use their Department sign-on password when 
setting up an account. 
Data minimisation 
Only provide personal information that is essential for use of the service.  Reconsider sharing any optional 
information including photos.  Remind students not to post any photos of other people without permission from the 
individual and parent. 
Highest privacy settings 
Always check the privacy settings available and apply the highest level. 
Creating strong passwords 
Passwords created with a combination of upper and lowercase letters, numerals and special characters make it 
more difficult for other people to guess. 
Using aliases/nicknames 
Where possible, consider using non-identifying user names e.g. first name, first two letters of last name and a series 
of numbers e.g. JennBr25.  Numerals chosen could be based on day of birth, house number, etc. to help young 
children remember.  
 

 

 

   

Compass Biometrics 
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CommonLit 
Assessment Report 
Collection of reading passages and 
literacy resources. 
 
 

 
                                     

                         

Age restriction None   

Version Freeware 

Website https://www.commonlit.org/ 
 

Terms of use/Privacy policy https://www.commonlit.org/en/terms 
https://www.commonlit.org/en/privacy 
 

Data location Outside Australia  

Category References & Resources 

Personal information requested • Staff/teacher name 
• Student home address 
• Student work/content 
• Student grades or performance 

data 
 

• Staff/teacher email 
• Student name 
• Parent name 
• Parent contact information  
• School name 

 

Parent/guardian consent Bundled consent required 

 

   

CommonLit 
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Please review the information provided in the table below.  Not all information may apply to your school’s use of the applications.  
Please cut and paste the below information into your bundled consent form for parents. 

Name 
CommonLit 
https://www.com
monlit.org/ 
 
 
 

Category 
References & 
Resources 

Information provided: 
Staff/teacher: name, email 
Student: name, work/content, 
attendance, grades or 
performance data 
Parent: name, contact 
information. 
Other data: school 
How the information is used: 
Collection of reading passages 
and literacy resources. 
Where the information is 
stored: 
Outside Australia  

Terms of Use / Privacy Policy 
https://www.commonlit.org/en
/terms 
 
https://www.commonlit.org/en
/privacy 
 

Please note: While the information in this review is considered true and correct at the date of publication, subsequent changes to 
the software or vendor policy may impact its accuracy. 

This information has been provided to you as a confidential service and should not be forwarded electronically or in hard copy to 
third party service providers. 

Date of Assessment:  January 2021 

TIPS FOR PROTECTING PERSONAL INFORMATION   
Practise and teach safe online practices (see below) 

 

Data minimisation 
Only provide personal information that is essential for use of the service.  Reconsider sharing any optional 
information including photos.  Remind students not to post any photos of other people without permission from the 
individual and parent. 
Highest privacy settings 
Always check the privacy settings available and apply the highest level. 
Creating strong passwords 
Passwords created with a combination of upper and lowercase letters, numerals and special characters make it 
more difficult for other people to guess. 
Using aliases/nicknames 
Where possible, consider using non-identifying user names e.g. first name, first two letters of last name and a series 
of numbers e.g. JennBr25.  Numerals chosen could be based on day of birth, house number, etc. to help young 
children remember.  
 

 

 

   

CommonLit 
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Education Perfect 
Assessment Report  
An online learning and assessment 
platform. 

                                    

 

Age restriction None   

Version Paid 

Website https://www.educationperfect.com 

Terms of use/Privacy policy https://www.educationperfect.com/legal/ 
 
https://www.educationperfect.com/wp-
content/uploads/2020/11/Education-Perfect-Terms-of-Use-2020-04-14.pdf 
 

Data location Within Australia 

Category Teaching and Learning 
References and Resources 

Personal information requested • Student name 
• Class details 
• Student work/content 
• Grades or Performance 

 

• School name 
• School year 
• Videos 

 

Parent/guardian consent Bundled consent required 

 

   

Education Perfect 
(Inclusive of World Series Championship 

Competitions) 

 

   

 

Education Perfect 
Inclusive of World Series Championship  
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Please review the information provided in the table below.  Not all information may apply to your school’s use of the applications.  
Please cut and paste the below information into your bundled consent form for parents. 

Name 
Education Perfect 
https://www.
educationperfect.
com 
 
 
 

Category 
Teaching and 
learning 
References and 
resources 

Information provided: 
Student name, student email, 
school, phone number, class 
details, school year, student 
work, grades or performance 
and videos. 
How the information is used: 
Enables students to access an 
online learning and assessment 
platform with differentiated 
learning experiences.  There is 
the option to enrol in world 
series competitions against 
other students. 
Where the information is 
stored: 
Within Australia 

Terms of Use / Privacy Policy 
https://www.educationperfect.
com/legal/ 

 
https://www.educationperfect.
com/wp-
content/uploads/2020/11/Educ
ation-Perfect-Terms-of-Use-
2020-04-14.pdf 
 
 

Please note: While the information in this review is considered true and correct at the date of publication, subsequent changes to 
the software or vendor policy may impact its accuracy. 

This information has been provided to you as a confidential service and should not be forwarded electronically or in hard copy to 
third party service providers. 

Date of Assessment:  March 2021  

   

INFORMATION YOU SHOULD KNOW  
 

• Parent consent for students must be obtained in order to comply with the vendor’s Privacy Policy or Terms of 
Use. 

• This service enables students to upload content.  Teachers should supervise students to ensure they only upload 
personally identifiable content, including photos, that is required. 
 

TIPS FOR PROTECTING PERSONAL INFORMATION   
Practice and teach safe online practices (see below) 

 

Data minimisation 
Only provide personal information that is essential for use of the service.  Reconsider sharing any optional 
information including photos.  Remind students not to post any photos of other people without permission from the 
individual and parent. 
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e-learning resources 
Assessment Report  
Music resources. 
 

 

                                    

 
                         

Age restriction None  

Version Paid 

Website https://e-lr.com.au/ 
 

Terms of use/Privacy policy https://e-lr.com.au/privacy-statement/ 
 

Data location Outside Australia  

Category Teaching and Learning 
 

Personal information requested • Staff/teacher name 
• Staff/teacher personal 

information 
• Student email 
• Student grades or performance 

data 
 

• Staff/teacher email 
• Student name 
• Student other data 
• Student work/content 
• School name 

 

Parent/guardian consent Bundled consent required 

 

   

e-learning resources 
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Please review the information provided in the table below.  Not all information may apply to your school’s use of the applications.  
Please cut and paste the below information into your bundled consent form for parents. 

Name 
e-learning 
resource 
https://e-
lr.com.au/ 
 
 
 

Category 
Teaching and 
Learning 
 

Information provided: 
Staff/teacher: name, email, 
personal information 
Student: name, email, 
work/content, grades or 
performance data 
Other data: school 
How the information is used: 
Music resources. 
Where the information is 
stored: 
Outside Australia  

Terms of Use / Privacy Policy 
 
https://e-lr.com.au/privacy-statement/ 
 

Please note: While the information in this review is considered true and correct at the date of publication, subsequent changes to 
the software or vendor policy may impact its accuracy. 

This information has been provided to you as a confidential service and should not be forwarded electronically or in hard copy to 
third party service providers. 

Date of Assessment:  November 2020 

TIPS FOR PROTECTING PERSONAL  
Practise and teach safe online practices (see below) 

 

Account creation and use 
Students may use their Department email address but should not use their Department sign-on password when 
setting up an account. 
Using aliases/nicknames 
Where possible, consider using non-identifying user names e.g. first name, first two letters of last name and a series 
of numbers e.g. JennBr25.  Numerals chosen could be based on day of birth, house number, etc. to help young 
children remember.  
 

 

 

   

e-learning resources 
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File Browser for 
Education 
Assessment Report 
Organise and share files on mobile 
devices. 
 

 
                                     

                         

Age restriction None   

Version Paid 

Website https://www.stratospherix.com/products/filebrowsereducation/ 
 

Terms of use/Privacy policy https://www.stratospherix.com/privacy/ 
 

Data location Within Australia 
 

Category Class Organisation 

Personal information requested • Student work/content 
 

• Student photos or videos  
• Student geolocation data 

 

Parent/guardian consent Bundled consent required 

 

   

File Browser for Education 
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Please review the information provided in the table below.  Not all information may apply to your school’s use of the applications.  
Please cut and paste the below information into your bundled consent form for parents. 

Name 
File Browser for 
Education 
https://www.stra
tospherix.com/pr
oducts/filebrows
ereducation/ 
 
 
 

Category 
Class 
Organisation 

Information provided: 
Student: work/content, photos 
or videos, geolocation data 
How the information is used: 
Organise and share files on 
mobile devices. 
Where the information is 
stored: 
Within Australia 
 

Terms of Use / Privacy Policy 
https://www.stratospherix.com
/products/filebrowsereducation
/ 
 

Please note: While the information in this review is considered true and correct at the date of publication, subsequent changes to 
the software or vendor policy may impact its accuracy. 

This information has been provided to you as a confidential service and should not be forwarded electronically or in hard copy to 
third party service providers. 

Date of Assessment:  February 2021 

   

INFORMATION YOU SHOULD KNOW  
 

• This service enables students to upload content.  Teachers should supervise students to ensure they only upload 
personally identifiable content, including photos, that are required. 

 

TIPS FOR PROTECTING PERSONAL INFORMATION   
Practise and teach safe online practices (see below) 

 

Data minimisation 
Only provide personal information that is essential for use of the service.  Reconsider sharing any optional 
information including photos.  Remind students not to post any photos of other people without permission from the 
individual and parent. 
Highest privacy settings 
Always check the privacy settings available and apply the highest level. 
Creating strong passwords 
Passwords created with a combination of upper and lowercase letters, numerals and special characters make it 
more difficult for other people to guess. 
 

 

 

   

         File Browser for Education 
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Fusion 360 
Assessment Report 
Integrated CAD, CAM and CAE program 
 

                                      
                         

Age restriction None  

Version Paid 

Website https://www.autodesk.com.au/products/fusion-360/overview 
 

Terms of use/Privacy policy https://www.autodesk.com/company/legal-notices-trademarks/privacy-
statement 
https://www.autodesk.com/company/legal-notices-trademarks/privacy-
statement/childrens-privacy-statement 
 

Data location Outside Australia  

Category Teaching and Learning 
References & Resources 

Personal information requested • Staff/teacher name 
• Student email 
• Student work/content 

 

• Staff/teacher email 
• Student name 
• Student date of birth 

 

Parent/guardian consent Bundled consent required 

 

   

Fusion 360 
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Please review the information provided in the table below.  Not all information may apply to your school’s use of the applications.  
Please cut and paste the below information into your bundled consent form for parents. 

Name 
Fusion 360 
https://www.aut
odesk.com.au/pr
oducts/fusion-
360/overview 
 
 
 
 

Category 
Teaching and 
Learning 
References & 
Resources 

Information provided: 
Staff/teacher: name, email  
Student: name, email, date of 
birth, work 
How the information is used: 
Integrated CAD, CAM and CAE 
program 
Where the information is 
stored: 
Outside Australia  

Terms of Use / Privacy Policy 
https://www.autodesk.com/co
mpany/legal-notices-
trademarks/privacy-statement 
 
https://www.autodesk.com/co
mpany/legal-notices-
trademarks/privacy-
statement/childrens-privacy-
statement 
 

Please note: While the information in this review is considered true and correct at the date of publication, subsequent changes to 
the software or vendor policy may impact its accuracy. 

This information has been provided to you as a confidential service and should not be forwarded electronically or in hard copy to 
third party service providers. 

Date of Assessment:  February 2021 

   

INFORMATION YOU SHOULD KNOW  
 

• This service enables students to upload content.  Teachers should supervise students to ensure they only upload 
personally identifiable content, including photos, that are required. 
 

TIPS FOR PROTECTING PERSONAL INFORMATION   
Practise and teach safe online practices (see below) 

 

Account creation and use 
Students may use their Department email address but should not use their Department sign-on password when 
setting up an account. 
Highest privacy settings 
Always check the privacy settings available and apply the highest level. 
Creating strong passwords 
Passwords created with a combination of upper and lowercase letters, numerals and special characters make it 
more difficult for other people to guess. 
 

 

 

   

Fusion 360 
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G Suite for Education 
Assessment Report  
G Suite Core Services (like Gmail, 
Calendar, and Classroom) and 
Additional Services (like YouTube, 
Maps, and Blogger).  

 

                                    

 
                         

Age restriction None 

Version Paid 

Website https://www.google.com 
 

Terms of use/Privacy policy https://gsuite.google.com/terms/education_terms.html?_ga=2.174740843.-
875381896.1565147460 
https://policies.google.com/privacy?hl=en&gl=au 
https://edu.google.com/why-google/privacy-security/?modal_active=none 

Data location Outside Australia 

Category Productivity tools 
References & Resources 

Personal information requested • Student name 
• Student work/content 
• Videos (If users decide to store 

videos in Google drive) 

• Student email 
• Profile or other photos 

(optional) 
 

Parent/guardian consent Bundled consent required 

 

   

G Suite for Education 
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Please review the information provided in the table below.  Not all information may apply to your school’s use of the applications.  
Please cut and paste the below information into your bundled consent form for parents. 

Name 
G Suite Core 
Services (like 
Gmail, Calendar, 
and Classroom) 
and Additional 
Services (like 
YouTube, Maps, 
and Blogger). 
https://www.
google.com 
 
 
 

Category 
Productivity tools 
References & 
Resources 

Information provided: 
Student name, student email, 
student work, profile or other 
photos (optional) and videos (if 
users decide to store videos in 
Google drive). 
How the information is used: 
G Suite Core Services (like 
Gmail, Calendar, and 
Classroom) and Additional 
Services (like YouTube, Maps, 
and Blogger). 
Where the information is 
stored: 
Outside Australia 

Terms of Use / Privacy Policy 
https://gsuite.google.com/terms/education_t
erms.html?_ga=2.174740843.-
875381896.1565147460 
 
https://policies.google.com/
privacy?hl=en&gl=au 
 
https://edu.google.com/why-google/privacy-
security/?modal_active=none 

Please note: While the information in this review is considered true and correct at the date of publication, subsequent changes to 
the software or vendor policy may impact its accuracy. 

This information has been provided to you as a confidential service and should not be forwarded electronically or in hard copy to 
third party service providers. 

Date of Assessment:  December 2019 
   

INFORMATION YOU SHOULD KNOW 
 

• Parent consent for students under 13 years must be obtained in order to comply with the vendor’s Terms of 
Service. 

• This service enables students to upload content.  Teachers should supervise students to ensure they only upload 
personally identifiable content, including photos, that are required. 
 

TIPS FOR PROTECTING PERSONAL INFORMATION  
Practice and teach safe online practices (see below) 

 

Account creation and use 
Students may use their Department email address but should not use their Department sign-on password when 
setting up an account. 
Data minimisation 
Only provide personal information that is essential for use of the service.  Reconsider sharing any optional 
information including photos.  Remind students not to post any photos of other people without permission from the 
individual and parent. 
Creating strong passwords 
Passwords created with a combination of upper and lowercase letters, numerals and special characters make it 
more difficult for other people to guess. 
 

 

 

   

G Suite for Education 
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GameMaker Studio 2 
(Educational License)  
Assessment Report  
A cross platform game engine that 
enables students to create their own 
games. 

 
                                     

                         

Age restriction None 
This applies to Education License ONLY.    
Please check what plan the school is using.   

Version Paid 

Website https://www.yoyogames.com/gamemaker 
 

Terms of use/Privacy policy https://www.yoyogames.com/legal/eula 
 
https://www.yoyogames.com/legal/privacy 
 

Data location Outside Australia  

Category Computer programming 
Game Design 

Personal information requested • School name 
• Student password 

• Student username  
 

Parent/guardian consent Bundled consent required 

 

   

GameMaker Studio 2 
(Educational License ONLY) 
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Please review the information provided in the table below.  Not all information may apply to your school’s use of the applications.  
Please cut and paste the below information into your bundled consent form for parents. 

Name 
GameMaker 
Studio 2 
(Educational 
License ONLY) 
 
https://www.yo
yogames.com/
gamemaker 
  
 

Category 
Computer 
Programming 
Game Design 

Information provided: 
School name, username and 
password.  
How the information is used: 
Students will not be asked to 
create their own user account 
and instead will have access to 
Gamemaker via the school’s 
account. Enable computer 
programming through game 
design. 
Where the information is 
stored: 
Outside Australia  

Terms of Use / Privacy Policy 
https://www.yoyogames.com/
legal/eula 
 
https://www.yoyogames.com/
legal/privacy 
 

Please note: While the information in this review is considered true and correct at the date of publication, subsequent changes to 
the software or vendor policy may impact its accuracy. 

This information has been provided to you as a confidential service and should not be forwarded electronically or in hard copy to 
third party service providers. 

Date of Assessment:  1 October 2019 

   

INFORMATION YOU SHOULD KNOW  
 

• This assessment only applies to the Educational License version.  
• Excerpt from User Agreement  3.13. Compliance and Privacy. Notwithstanding section 1.2 (Access for Adults 

Only or With Adult Approval), students under 13 years of age may use GameMaker under an Educational 
License, provided that the Educational Institution shall remain solely responsible for its, its students' and its 
Authorised Representative's use of GameMaker (including for any content created using GameMaker) and 
compliance with the terms and conditions set forth herein and in the Privacy Policy. Students will not be asked 
to create their own YYG user accounts and shall instead have access to GameMaker via the Educational 
Institution's account. 

• The vendor “does not collect and/or process any Personal Information or any personally identifiable data from 
Educational Institutions' students, pursuant to or in connection with an Educational License, and thus students 
remain entirely anonymous”. 

TIPS FOR PROTECTING PERSONAL INFORMATION  
Practice and teach safe online practices (see below) 

 

Highest privacy settings 
Always check the privacy settings available and apply the highest level. 

 

 

   

GameMaker Studio 2 
(Educational License ONLY) 
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GL Education 
Assessment Report 
Benchmarking, formative and 
diagnostic assessments. 
 

                                      
                         

Age restriction None   

Version Paid 

Website https://www.gl-education.com/ 
 

Terms of use/Privacy policy https://www.gl-education.com/support/privacy-policy/ 
 
https://www.gl-education.com/support/terms-and-conditions/# 
 

Data location Outside Australia  

Category Assessment 

Personal information requested • Staff/teacher name 
• Student email 
• Student gender 
• Student grades or performance  

 

• Staff/teacher email 
• Student name 
• Student date of birth 
• School name 

 

Parent/guardian consent Bundled consent required 

 

   

GL Education 
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Please review the information provided in the table below.  Not all information may apply to your school’s use of the applications.  
Please cut and paste the below information into your bundled consent form for parents. 

Name 
GL Education 
https://www.gl-
education.com/ 
 
 
 

Category 
Assessment 

Information provided: 
Staff/teacher: name, email 
Student: name, email, date of 
birth, gender, grades or 
performance data 
Other data: school 
How the information is used: 
Benchmarking, formative and 
diagnostic assessments. 
Where the information is 
stored: 
Outside Australia  

Terms of Use / Privacy Policy 
https://www.gl-
education.com/support/privacy
-policy/ 
 
https://www.gl-
education.com/support/terms-
and-conditions/# 
 

Please note: While the information in this review is considered true and correct at the date of publication, subsequent changes to 
the software or vendor policy may impact its accuracy. 

This information has been provided to you as a confidential service and should not be forwarded electronically or in hard copy to 
third party service providers. 

Date of Assessment:  February 2021 

   

INFORMATION YOU SHOULD KNOW  
 

• This service is not designed for student use. 
 

TIPS FOR PROTECTING PERSONAL INFORMATION   
Practise and teach safe online practices (see below) 

 

Highest privacy settings 
Always check the privacy settings available and apply the highest level. 
Creating strong passwords 
Passwords created with a combination of upper and lowercase letters, numerals and special characters make it 
more difficult for other people to guess. 
 
 

 

 

   

GL Education 
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HESK 
Assessment Report 
Help desk software 
 

                                      
                         

Age restriction None  

Version Paid 

Website https://www.hesk.com/ 
 

Terms of use/Privacy policy https://www.hesk.com/knowledgebase/index.php?article=78 
https://www.hesk.com/knowledgebase/index.php?article=85 
 

Data location Outside Australia  

Category Help Desk  

Personal information requested • Staff/teacher name 
• Student email 

 

• Staff/teacher email 
• Student name 

 

Parent/guardian consent Bundled consent required 

 

   

HESK 
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Please review the information provided in the table below.  Not all information may apply to your school’s use of the applications.  
Please cut and paste the below information into your bundled consent form for parents. 

Name 
HESK 
https://www.hes
k.com/ 
 
 

Category 
Help desk 

Information provided: 
Staff/teacher: name, email  
Student: name, email 
How the information is used: 
Help desk software 
Where the information is 
stored: 
Within Australia 
 

Terms of Use / Privacy Policy 
https://www.hesk.com/knowle
dgebase/index.php?article=78 
 
https://www.hesk.com/knowle
dgebase/index.php?article=85 
 

Please note: While the information in this review is considered true and correct at the date of publication, subsequent changes to 
the software or vendor policy may impact its accuracy. 

This information has been provided to you as a confidential service and should not be forwarded electronically or in hard copy to 
third party service providers. 

Date of Assessment:  February 2021 

TIPS FOR PROTECTING PERSONAL INFORMATION   
Practise and teach safe online practices (see below) 

 

Account creation and use 
Students may use their Department email address but should not use their Department sign-on password when 
setting up an account. 
Highest privacy settings 
Always check the privacy settings available and apply the highest level. 
Creating strong passwords 
Passwords created with a combination of upper and lowercase letters, numerals and special characters make it 
more difficult for other people to guess. 
Using aliases/nicknames 
Where possible, consider using non-identifying user names e.g. first name, first two letters of last name and a series 
of numbers e.g. JennBr25.  Numerals chosen could be based on day of birth, house number, etc. to help young 
children remember.  
 

 

 

   

HESK 
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InCAS 
Assessment Report 
A computer-adaptive assessment that 
helps you identify and diagnose 
learning needs. 
 

 
                                     

                         

Age restriction None   

Version Paid 

Website https://www.education.uwa.edu.au/incas 
 

Terms of use/Privacy policy https://www.web.uwa.edu.au/privacy 
 

Data location Outside Australia  

Category Teaching and Learning 
Assessment 
 

Personal information requested • Staff/teacher name 
• Student work/content 
• Student gender 
• School name 

 
 

• Staff/teacher email 
• Student name 
• Student date of birth 

 

Parent/guardian consent Bundled consent required 

 

   

InCAS 
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Please review the information provided in the table below.  Not all information may apply to your school’s use of the applications.  
Please cut and paste the below information into your bundled consent form for parents. 

Name 
InCAS 
https://www.edu
cation.uwa.edu.
au/incas 
 
 
 

Category 
Teaching and 
Learning 
Assessment 

Information provided: 
Staff/teacher: name, email  
Student: name, date of birth, 
work/content, gender 
Other data: school 
How the information is used: 
A computer-adaptive 
assessment that helps you 
identify and diagnose learning 
needs. 
Where the information is 
stored: 
Outside Australia  

Terms of Use / Privacy Policy 
https://www.web.uwa.edu.au/
privacy 
 

Please note: While the information in this review is considered true and correct at the date of publication, subsequent changes to 
the software or vendor policy may impact its accuracy. 

This information has been provided to you as a confidential service and should not be forwarded electronically or in hard copy to 
third party service providers. 

Date of Assessment:  December 2020 

   

INFORMATION YOU SHOULD KNOW  
 

• This service requires that only teachers and/or parents can create an account. 
 

TIPS FOR PROTECTING PERSONAL INFORMATION   
Practise and teach safe online practices (see below) 

 

Highest privacy settings 
Always check the privacy settings available and apply the highest level. 
Creating strong passwords 
Passwords created with a combination of upper and lowercase letters, numerals and special characters make it 
more difficult for other people to guess. 
 

 

 

   

InCAS 
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impowrd 
Assessment Report 
Programs to support entering 
employment and thriving in the job 
market. 

                                      
                         

Age restriction None   

Version Paid 

Website https://www.impowrd.com.au/ 
 

Terms of use/Privacy policy https://think17.employmentadvantage.net.au/pages/terms 
 

Data location Outside Australia  

Category Career support 

Personal information requested • Staff/teacher name 
• Student email 
• Student work/content 
• Student grades or performance 

data 
 

• Staff/teacher email 
• Student name 
• School name 

 

Parent/guardian consent Bundled consent required 

 

   

impowrd 
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Instructables 
Assessment Report 
A website specialising user-created and 
uploaded do-it-yourself projects. 
 

                                      
                         

Age restriction None  

Version Paid 

Website https://www.autodesk.com.au/ 
 

Terms of use/Privacy policy https://www.autodesk.com/company/legal-notices-trademarks/privacy-
statement 
https://www.autodesk.com/company/legal-notices-trademarks/privacy-
statement/childrens-privacy-statement 
 

Data location Outside Australia  

Category Teaching and Learning 
References & Resources 

Personal information requested • Staff/teacher name 
• Student work/content 

 

• Student date of birth 
 

Parent/guardian consent Bundled consent required 

 

   

Instructables 
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Please review the information provided in the table below.  Not all information may apply to your school’s use of the applications.  
Please cut and paste the below information into your bundled consent form for parents. 

Name 
Instructables 
https://www.aut
odesk.com.au/ 
 
 
 

Category 
Teaching and 
Learning 
References & 
Resources 

Information provided: 
Staff/teacher: name, email  
Student: name, email, date of 
birth, work 
How the information is used: 
A website specialising user-
created and uploaded do-it-
yourself projects. 
Where the information is 
stored: 
Outside Australia  

Terms of Use / Privacy Policy 
https://www.autodesk.com/co
mpany/legal-notices-
trademarks/privacy-statement 
 
https://www.autodesk.com/co
mpany/legal-notices-
trademarks/privacy-
statement/childrens-privacy-
statement 
 

Please note: While the information in this review is considered true and correct at the date of publication, subsequent changes to 
the software or vendor policy may impact its accuracy. 

This information has been provided to you as a confidential service and should not be forwarded electronically or in hard copy to 
third party service providers. 

Date of Assessment:  February 2021 

   

INFORMATION YOU SHOULD KNOW  
 

• This service enables students to upload content.  Teachers should supervise students to ensure they only upload 
personally identifiable content, including photos, that are required. 
 

TIPS FOR PROTECTING PERSONAL INFORMATION   
Practise and teach safe online practices (see below) 

 

Account creation and use 
Students may use their Department email address but should not use their Department sign-on password when 
setting up an account. 
Highest privacy settings 
Always check the privacy settings available and apply the highest level. 
Creating strong passwords 
Passwords created with a combination of upper and lowercase letters, numerals and special characters make it 
more difficult for other people to guess. 
 

 

 

   

Instructables 
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Inventor 
Assessment Report 
3D mechanical design. 
 

                                      
                         

Age restriction None  

Version Paid 

Website https://www.autodesk.com.au/products/inventor/overview?term=1-
YEAR&support=null 
 

Terms of use/Privacy policy https://www.autodesk.com/company/legal-notices-trademarks/privacy-
statement 
https://www.autodesk.com/company/legal-notices-trademarks/privacy-
statement/childrens-privacy-statement 
 

Data location Outside Australia  

Category Teaching and Learning 
References & Resources 

Personal information requested • Staff/teacher name 
• Student email 
• Student work/content 

 

• Staff/teacher email 
• Student name 
• Student date of birth 

 

Parent/guardian consent Bundled consent required 

 

   

Inventor 
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Please review the information provided in the table below.  Not all information may apply to your school’s use of the applications.  
Please cut and paste the below information into your bundled consent form for parents. 

Name 
Inventor 
https://www.aut
odesk.com.au/pr
oducts/inventor/
overview?term=1
-
YEAR&support=n
ull 
 
 
 
 

Category 
Teaching and 
Learning 
References & 
Resources 

Information provided: 
Staff/teacher: name, email  
Student: name, email, date of 
birth, work 
How the information is used: 
3D mechanical design 
Where the information is 
stored: 
Outside Australia  

Terms of Use / Privacy Policy 
https://www.autodesk.com/co
mpany/legal-notices-
trademarks/privacy-statement 
 
https://www.autodesk.com/co
mpany/legal-notices-
trademarks/privacy-
statement/childrens-privacy-
statement 
 

Please note: While the information in this review is considered true and correct at the date of publication, subsequent changes to 
the software or vendor policy may impact its accuracy. 

This information has been provided to you as a confidential service and should not be forwarded electronically or in hard copy to 
third party service providers. 

Date of Assessment:  February 2021 

   

INFORMATION YOU SHOULD KNOW  
 

• This service enables students to upload content.  Teachers should supervise students to ensure they only upload 
personally identifiable content, including photos, that are required. 
 

TIPS FOR PROTECTING PERSONAL INFORMATION   
Practise and teach safe online practices (see below) 

 

Account creation and use 
Students may use their Department email address but should not use their Department sign-on password when 
setting up an account. 
Highest privacy settings 
Always check the privacy settings available and apply the highest level. 
Creating strong passwords 
Passwords created with a combination of upper and lowercase letters, numerals and special characters make it 
more difficult for other people to guess. 
 

 

 

   

Inventor 
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Please review the information provided in the table below.  Not all information may apply to your school’s use of the applications.  
Please cut and paste the below information into your bundled consent form for parents. 

Name 
impowrd 
https://www.imp
owrd.com.au/ 
 
 
 

Category 
Career Support 

Information provided: 
Staff/teacher: name, email 
Student: name, email, 
work/content, grades or 
performance data 
Other data: school 
How the information is used: 
Programs to support entering 
employment and thriving in the 
job market. 
Where the information is 
stored: 
Outside Australia  

Terms of Use / Privacy Policy 
https://think17.employmentadv
antage.net.au/pages/terms 
 

Please note: While the information in this review is considered true and correct at the date of publication, subsequent changes to 
the software or vendor policy may impact its accuracy. 

This information has been provided to you as a confidential service and should not be forwarded electronically or in hard copy to 
third party service providers. 

Date of Assessment:  January 2021 

   

INFORMATION YOU SHOULD KNOW  
 

• This service enables students to upload content.  Teachers should supervise students to ensure they only upload 
personally identifiable content, including photos, that are required. 

 

TIPS FOR PROTECTING PERSONAL INFORMATION   
Practise and teach safe online practices (see below) 

 

Account creation and use 
Students may use their Department email address but should not use their Department sign-on password when 
setting up an account. 
Data minimisation 
Only provide personal information that is essential for use of the service.  Reconsider sharing any optional 
information including photos.  Remind students not to post any photos of other people without permission from the 
individual and parent. 
Creating strong passwords 
Passwords created with a combination of upper and lowercase letters, numerals and special characters make it 
more difficult for other people to guess. 
 

 

 

   

impowrd 
 



 
 

© Department of Education WA 
Privacy and Security Assessment Report v8 
 

 

  

 

Jamf School 
Assessment Report  
Apple Mobile Device Management 
 
 

 

                                     
                         

Age restriction None   

Version Paid 

Website https://www.jamf.com/products/jamf-school/ 

Terms of use/Privacy policy https://www.jamf.com/privacy/ 
 
https://www.jamf.com/terms-of-use/ 
 

Data location Outside Australia  

Category Mobile device management 

Personal information requested • Staff/teacher name 
• Staff/teacher personal 

information 
 

• Staff/teacher email 
• Student name 
• Student email 

 
 

Parent/guardian consent Bundled consent required 

 

   

Jamf School 
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Please review the information provided in the table below.  Not all information may apply to your school’s use of the applications.  
Please cut and paste the below information into your bundled consent form for parents. 

Name 
Jamf School 
https://www.jam
f.com/products/j
amf-school/ 

Category 
Apple mobile 
device 
Management 

Information provided: 
Staff/teacher: name, email and 
personal information 
Student: name and email 
How the information is used: 
Apple Mobile Device 
Management 
Where the information is 
stored: 
Outside Australia  

Terms of Use / Privacy Policy 
https://www.jamf.com/privacy/ 
 
https://www.jamf.com/terms-of-use/ 

Please note: While the information in this review is considered true and correct at the date of publication, subsequent changes to 
the software or vendor policy may impact its accuracy. 

This information has been provided to you as a confidential service and should not be forwarded electronically or in hard copy to 
third party service providers. 

Date of Assessment:  20 July 2020 

   

INFORMATION YOU SHOULD KNOW  
 

• This service requires that only teachers can create an account. 
 

TIPS FOR PROTECTING PERSONAL INFORMATION   
Practice and teach safe online practices (see below) 

 

Creating strong passwords 
Passwords created with a combination of upper and lowercase letters, numerals and special characters make it 
more difficult for other people to guess. 
 

 

 

   

Jamf School 
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Mathspace for Schools 
Assessment Report  
This service provides adaptive 
mathematics learning and practice for 
high school students. 
 
 

 

                                     
                         

Age restriction None 

Version Paid subscription model 

Website https://mathspace.co/au 

Terms of use/Privacy policy https://mathspace.co/terms-of-use 
 
https://mathspace.co/au/privacy-policy 

Data location Outside Australia 

Category Mathematics  
Teaching and Learning 

Personal information requested • Student Username  
• Student name 
• Class details 
• Student work/content 
• Grades or Performance 
• Parent email 

• Student password 
• Student email 
• School name 
• Geolocation (country only)  
• Parent name  

 

Parent/guardian consent Bundled consent required 

 

   

Mathspace for Schools 
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Please review the information provided in the table below.  Not all information may apply to your school’s use of the applications.  
Please cut and paste the below information into your bundled consent form for parents. 

Name 
Mathspace for 
Schools 
https://
mathspace.co/au 
 
 
 

Category 
Mathematics 
Teaching and 
Learning 
 

Information provided: 
Student username, student 
password, student name, 
student email, school name, 
class details, student 
work/content, geolocation 
(country only), grades or 
performance, parent name and 
parent email. 
How the information is used: 
Enables students to participate 
in viewing instructional videos 
and practice examples to assist 
in the development of 
mathematical concepts. 
Where the information is 
stored: 
Outside Australia 

Terms of Use / Privacy Policy 
https://mathspace.co/terms-of-
use 
 
https://mathspace.co/au/
privacy-policy 
 

Please note: While the information in this review is considered true and correct at the date of publication, subsequent changes to 
the software or vendor policy may impact its accuracy. 

This information has been provided to you as a confidential service and should not be forwarded electronically or in hard copy to 
third party service providers. 

Date of Assessment:  1 October 2019 
   

INFORMATION YOU SHOULD KNOW  
• There are two categories of "subscriber": 

o Personal Users (Mathspace Essentials Learners, Mathspace Plus Learners and Parents linked to a 
Mathspace Plus Learner's account; and 

o School Users (Mathspace for Schools Learners, Mathspace for Schools Educators and Parents linked 
to a Mathspace for Schools Learner's account). 

• This assessment relates to School Users subscribers, that is, those using Mathspace for Schools. 
• This service requires parent consent as per the vendor’s privacy policy. 
 

TIPS FOR PROTECTING PERSONAL INFORMATION  
Practice and teach safe online practices (see below) 

Account creation and use 
Students may use their Department email address but should not use their Department sign-on password when 
setting up an account. 
Creating strong passwords 
Passwords created with a combination of upper and lowercase letters, numerals and special characters make it 
more difficult for other people to guess. 

 

 

   

Mathspace for Schools 
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Oxford Owl 
Assessment Report 
This assessment includes oBook 
Assess, Oxford Owl and Oxford Ascend 
 

                                      
                         

Age restriction None   

Version Paid 

Website https://www.oxforddigital.com.au/ 
 

Terms of use/Privacy policy https://global.oup.com/privacy?cc=au 
https://www.oxforddigital.com.au/terms.html 
 

Data location Within Australia 
 

Category Teaching and Learning 
 

Personal information requested • Staff/teacher name 
• Staff/teacher personal 

information 
• Student email 
• Student work/content 

 

• Staff/teacher email 
• Student name 
• Student grades or performance 

data 
• School name 

 

Parent/guardian consent Bundled consent required 

 

   

Oxford Owl 
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Please review the information provided in the table below.  Not all information may apply to your school’s use of the applications.  
Please cut and paste the below information into your bundled consent form for parents. 

Name 
Oxford  
https://www.oxf
orddigital.com.au
/ 
 
 
 

Category 
Teaching and 
Learning 
 

Information provided: 
Staff/teacher: name, email, 
personal information 
Student: name, email, 
work/content, grades or 
performance data 
Other data: school 
How the information is used: 
Digital learning resources 
Where the information is 
stored: 
Within Australia 
 

Terms of Use / Privacy Policy 
https://global.oup.com/privacy
?cc=au 
 
https://www.oxforddigital.com.
au/terms.html 
 

Please note: While the information in this review is considered true and correct at the date of publication, subsequent changes to 
the software or vendor policy may impact its accuracy. 

This information has been provided to you as a confidential service and should not be forwarded electronically or in hard copy to 
third party service providers. 

Date of Assessment:  February 2021 

TIPS FOR PROTECTING PERSONAL INFORMATION   
Practise and teach safe online practices (see below) 

 

Account creation and use 
Students may use their Department email address but should not use their Department sign-on password when 
setting up an account. 
Highest privacy settings 
Always check the privacy settings available and apply the highest level. 
Creating strong passwords 
Passwords created with a combination of upper and lowercase letters, numerals and special characters make it 
more difficult for other people to guess. 
Using aliases/nicknames 
Where possible, consider using non-identifying user names e.g. first name, first two letters of last name and a series 
of numbers e.g. JennBr25.  Numerals chosen could be based on day of birth, house number, etc. to help young 
children remember.  
 

 

 

   

Oxford Owl 
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Padlet 
Assessment Report 
This is an online "bulletin" board, 
where students and teachers can 
collaborate, reflect, share links and 
pictures. 

 
                                     
                         

Age restriction None 

Version Paid 

Website https://padlet.com/ 

Terms of use/Privacy policy https://padlet.com/about/privacy 
https://padlet.com/about/terms 

Data location Outside Australia 

Category Teaching and Learning 
References & Resources 

Personal information requested • Student name 
• Student work/content 

 

• School name (optional) 
• Profile or other photos(optional)  
• Videos (optional) 

 

Parent/guardian consent Bundled consent required 

 

   

Padlet 
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Please review the information provided in the table below.  Not all information may apply to your school’s use of the applications.  
Please cut and paste the below information into your bundled consent form for parents. 

Name 
Padlet 
https://padlet.com/ 
 
 
 

Category 
Teaching and 
Learning 
References & 
Resources 

Information provided: 
Student name, school, student 
work, profile or other photos 
(optional) and videos(optional). 
How the information is used: 
Online “bulletin “board, where 
students and teachers can 
collaborate, reflect, share links and 
pictures. 
Where the information is stored: 
Outside Australia. 

Terms of Use / Privacy Policy 
https://padlet.com/about/privacy 
 
https://padlet.com/about/terms 

Please note: While the information in this review is considered true and correct at the date of publication, subsequent changes to 
the software or vendor policy may impact its accuracy. 

This information has been provided to you as a confidential service and should not be forwarded electronically or in hard copy to 
third party service providers. 
Date of Assessment:  1 October 2019 

   

INFORMATION YOU SHOULD KNOW  
 

• Parent consent for students must be obtained in order to comply with the vendor’s Privacy Policy or Terms of 
Use. 

• This service enables students to upload content.  Teachers should supervise students to ensure they only upload 
personally identifiable content, including photos, that are required. 

• The commercial version allows links to Padlet to be shared on their respective social media platforms. Please 
ensure that access is turned off or that an appropriate privacy and security assessment of the social media 
platform has been completed. 
 

TIPS FOR PROTECTING PERSONAL INFORMATION  
Practice and teach safe online practices (see below) 

 

Data minimisation 
Only provide personal information that is essential for use of the service.  Reconsider sharing any optional 
information including photos.  Remind students not to post any photos of other people without permission from the 
individual and parent. 
Highest privacy settings 
Always check the privacy settings available and apply the highest level. 
Using aliases/nicknames 
Where possible, consider using non-identifying user names e.g. first name, first two letters of last name and a series 
of numbers e.g. JennBr25.  Numerals chosen could be based on day of birth, house number, etc. to help young 
children remember.  
 

 

 

   

Padlet 
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PAT (ACER) 
Assessment Report  
Progressive Achievement Test is a 
series of tests to provide objective, 
norm-referenced information about 
students’ skills and understandings in a 
range of key areas. 

 

                                     
                         

Age restriction None   

Version Paid 

Website https://www.acer.org/au/pat 

Terms of use/Privacy policy https://www.acer.org/privacy 
https://www.acer.org/online-terms-of-use 

Data location Within Australia 

Category Assessment and Testing 

Personal information requested • Staff/teacher name 
• Student work/content 
• Student gender 
• Student grades or performance 

data 
• Parent contact information  

 

• Staff/teacher email 
• Student name 
• Student date of birth 
• Student other data 
• Parent name 
 

Parent/guardian consent Bundled consent required 

 

   

PAT (ACER) 
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Please review the information provided in the table below.  Not all information may apply to your school’s use of the applications.  
Please cut and paste the below information into your bundled consent form for parents. 

Name 
PAT (ACER) 
https://www.acer.org/
au/pat 
 

Category 
Assessment and 
Testing 

Information provided: 
Staff/teacher: name, email,  
Student: name, date of birth, 
work/content, gender, grades or 
performance data, other data  
Parent: name, contact information 
How the information is used: 
Tests to provide objective, norm-
referenced information about 
students’ skills and understandings 
in a range of key areas. 
Where the information is stored: 
Within Australia 

Terms of Use / Privacy Policy 
https://www.acer.org/privacy 
https://www.acer.org/online-
terms-of-use 

Please note: While the information in this review is considered true and correct at the date of publication, subsequent changes to 
the software or vendor policy may impact its accuracy. 

This information has been provided to you as a confidential service and should not be forwarded electronically or in hard copy to 
third party service providers. 

Date of Assessment:  20 August 2020 

   

INFORMATION YOU SHOULD KNOW  
 

• Parent consent for students must be obtained in order to comply with the vendor’s Privacy Policy or Terms of 
Use. 
 

TIPS FOR PROTECTING PERSONAL INFORMATION   
Practice and teach safe online practices (see below) 

 

Creating strong passwords 
Passwords created with a combination of upper and lowercase letters, numerals and special characters make it 
more difficult for other people to guess. 
 

 

 

   

PAT (ACER) 
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Revit LT 
Assessment Report 
Architectural design 3D BIM software 
 

                                      
                         

Age restriction None  

Version Paid 

Website https://www.autodesk.com.au/products/revit-lt/overview?panel=buy 
 

Terms of use/Privacy policy https://www.autodesk.com/company/legal-notices-trademarks/privacy-
statement 
https://www.autodesk.com/company/legal-notices-trademarks/privacy-
statement/childrens-privacy-statement 
 

Data location Outside Australia  

Category Teaching and Learning 
References & Resources 

Personal information requested • Staff/teacher name 
• Student email 
• Student work/content 

 

• Staff/teacher email 
• Student name 
• Student date of birth 

 

Parent/guardian consent Bundled consent required 

 

   

Revit LT 
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Please review the information provided in the table below.  Not all information may apply to your school’s use of the applications.  
Please cut and paste the below information into your bundled consent form for parents. 

Name 
Revit LT 
https://www.aut
odesk.com.au/pr
oducts/revit-
lt/overview?pane
l=buy 
 
 
 
 

Category 
Teaching and 
Learning 
References & 
Resources 

Information provided: 
Staff/teacher: name, email  
Student: name, email, date of 
birth, work 
How the information is used: 
Architectural design 3D BIM 
software 
Where the information is 
stored: 
Outside Australia  

Terms of Use / Privacy Policy 
https://www.autodesk.com/co
mpany/legal-notices-
trademarks/privacy-statement 
 
https://www.autodesk.com/co
mpany/legal-notices-
trademarks/privacy-
statement/childrens-privacy-
statement 
 

Please note: While the information in this review is considered true and correct at the date of publication, subsequent changes to 
the software or vendor policy may impact its accuracy. 

This information has been provided to you as a confidential service and should not be forwarded electronically or in hard copy to 
third party service providers. 

Date of Assessment:  February 2021 

   

INFORMATION YOU SHOULD KNOW  
 

• This service enables students to upload content.  Teachers should supervise students to ensure they only upload 
personally identifiable content, including photos, that are required. 
 

TIPS FOR PROTECTING PERSONAL INFORMATION   
Practise and teach safe online practices (see below) 

 

Account creation and use 
Students may use their Department email address but should not use their Department sign-on password when 
setting up an account. 
Highest privacy settings 
Always check the privacy settings available and apply the highest level. 
Creating strong passwords 
Passwords created with a combination of upper and lowercase letters, numerals and special characters make it 
more difficult for other people to guess. 
 

 

 

   

Revit LT 
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Smiling Mind 
Assessment Report  
Mindfulness meditation app developed 
by psychologists and educators to 
assist in good mental health practices. 
 

 

                                    

 
                         

Age restriction None   

Version Free and paid options 

Website https://www.smilingmind.com.au 

Terms of use/Privacy policy https://www.smilingmind.com.au/privacy-policy 

 

 https://www.smilingmind.com.au/collection-notice 

Data location Within Australia 

Category Mental Health 

Personal information requested • Student name 
• Date of Birth 
• Class details 
• Student behaviour 

 

• Student email 
• School name 
• School year 
• Gender 

Parent/guardian consent Bundled consent required 

 

   

Smiling Mind 
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Please review the information provided in the table below.  Not all information may apply to your school’s use of the applications.  
Please cut and paste the below information into your bundled consent form for parents. 

Name 
Smiling Mind 

https://www.
smilingmind.com.
au 

 
 
 

Category 
Mental Health 

Information provided: 
Student name, student email, 
date of birth, school, class 
details, school year, behaviour 
and gender. 
How the information is used: 
This is a mindfulness 
meditation to assist in good 
mental health practices. 
Where the information is 
stored: 
Within Australia 

Terms of Use / Privacy Policy 
https://www.smilingmind.com.au/privacy-
policy 

 
https://www.smilingmind.com.au/collection-
notice 

Please note: While the information in this review is considered true and correct at the date of publication, subsequent changes to 
the software or vendor policy may impact its accuracy. 

This information has been provided to you as a confidential service and should not be forwarded electronically or in hard copy to 
third party service providers. 

Date of Assessment:  1 October 2019 

   

INFORMATION YOU SHOULD KNOW  
 

• Parent consent for students must be obtained in order to comply with the vendor’s Privacy Policy or Terms of 
Use. 

 

TIPS FOR PROTECTING PERSONAL INFORMATION   
Practice and teach safe online practices (see below) 

 

Account creation and use 
Students may use their Department email address but should not use their Department sign-on password when 
setting up an account. 
 

 

 

   

Smiling Mind 
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Study Work Grow 
Assessment Report 
Careers information 
 

                                      
                         

Age restriction None   

Version Paid 

Website https://studyworkgrow.com.au/ 
 

Terms of use/Privacy policy https://studyworkgrow.com.au/terms-conditions/ 
 

Data location Within Australia 
 

Category Careers 

Personal information requested • Staff/teacher name 
• Student email 
• Student work/content 
• School name 

 

• Staff/teacher email 
• Student name 
• Student other data 

 

Parent/guardian consent Bundled consent required 

 

   

Study Work Grow 
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Please review the information provided in the table below.  Not all information may apply to your school’s use of the applications.  
Please cut and paste the below information into your bundled consent form for parents. 

Name 
Study Work Grow 
https://studywor
kgrow.com.au/ 
 
 
 

Category 
Careers 

Information provided: 
Staff/teacher: name, email 
Student: name, email 
work/content, other data 
Other data: school 
How the information is used: 
Careers information 
Where the information is 
stored: 
Within Australia 

Terms of Use / Privacy Policy 
https://studyworkgrow.com.au/
terms-conditions/ 
 

Please note: While the information in this review is considered true and correct at the date of publication, subsequent changes to 
the software or vendor policy may impact its accuracy. 

This information has been provided to you as a confidential service and should not be forwarded electronically or in hard copy to 
third party service providers. 

Date of Assessment:  February 2021 

   

INFORMATION YOU SHOULD KNOW  
 

• This service enables students to upload content.  Teachers should supervise students to ensure they only upload 
personally identifiable content, including photos, that are required. 
 

TIPS FOR PROTECTING PERSONAL INFORMATION   
Practise and teach safe online practices (see below) 

 

Account creation and use 
Students may use their Department email address but should not use their Department sign-on password when 
setting up an account. 
Data minimisation 
Only provide personal information that is essential for use of the service.  Reconsider sharing any optional 
information including photos.  Remind students not to post any photos of other people without permission from the 
individual and parent. 
Creating strong passwords 
Passwords created with a combination of upper and lowercase letters, numerals and special characters make it 
more difficult for other people to guess. 
 

 

 

   

Study Work Grow 
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Tinkercad 
Assessment Report 
3D modelling program. 
 

                                      
                         

Age restriction None   

Version Freeware 

Website https://www.tinkercad.com/ 
 

Terms of use/Privacy policy https://tinkercad.zendesk.com/hc/en-us/articles/360011519353-
Tinkercad-Privacy-FAQ 
 
https://www.autodesk.com/company/terms-of-use/en/general-terms 
 

Data location Outside Australia  

Category Teaching and Learning 
References & Resources 

Personal information requested • Staff/teacher name 
• Parent other data 

 

• Staff/teacher email 
• Staff/teacher other data 

 

Parent/guardian consent Bundled consent required 

 

   

Tinkercad 
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Please review the information provided in the table below.  Not all information may apply to your school’s use of the applications.  
Please cut and paste the below information into your bundled consent form for parents. 

Name 
Tinkercad 
https://www.tinker
cad.com/ 
 
 
 

Category 
Teaching and 
Learning 
References & 
Resources 

Information provided: 
Staff/teacher: name, email, other 
data) 
Parent: other data  
How the information is used: 
3D modelling program. 
Where the information is stored: 
Outside Australia  

Terms of Use / Privacy Policy 
https://tinkercad.zendesk.com/hc
/en-us/articles/360011519353-
Tinkercad-Privacy-FAQ 
 
https://www.autodesk.com/comp
any/terms-of-use/en/general-
terms 
 

Please note: While the information in this review is considered true and correct at the date of publication, subsequent changes to 
the software or vendor policy may impact its accuracy. 

This information has been provided to you as a confidential service and should not be forwarded electronically or in hard copy to 
third party service providers. 

Date of Assessment:  January 2021 

   

INFORMATION YOU SHOULD KNOW  
 

• Parent consent for students must be obtained in order to comply with the vendor’s Privacy Policy or Terms of 
Use. 

•  

TIPS FOR PROTECTING PERSONAL INFORMATION   
Practise and teach safe online practices (see below) 

 

Data minimisation 
Only provide personal information that is essential for use of the service.  Reconsider sharing any optional 
information including photos.  Remind students not to post any photos of other people without permission from the 
individual and parent. 
Highest privacy settings 
Always check the privacy settings available and apply the highest level. 
Using aliases/nicknames 
Where possible, consider using non-identifying user names e.g. first name, first two letters of last name and a series 
of numbers e.g. JennBr25.  Numerals chosen could be based on day of birth, house number, etc. to help young 
children remember.  
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Zones of Regulation: 
Exploring Emotions 
App 
Assessment Report 
 
Application to foster self-regulation 
and emotion control 

 

                                     

                         

Age restriction None   

Version Paid 

Website https://www.zonesofregulation.com/index.html 
 

Terms of use/Privacy policy http://www.selosoft.com/privacypolicy.html 

Data location Within Australia 
 

Category References & Resources 

Personal information requested • Student work/content 
 

• Student name 
• Student photos or videos  

 

Parent/guardian consent Bundled consent required 

 

   

Zones of Regulation: Exploring 
Emotions App 



 
 

© Department of Education WA 
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Please review the information provided in the table below.  Not all information may apply to your school’s use of the applications.  
Please cut and paste the below information into your bundled consent form for parents. 

Name 
Zones of 
Regulation: 
Exploring 
Emotions App 
https://www.zon
esofregulation.co
m/index.html 
 
 
 
 

Category 
References & 
Resources 

Information provided: 
Student: name, work/content and 
photos or videos 
How the information is used: 
Application to foster self-regulation 
and emotion control. 
Where the information is stored: 
Within Australia 
 

Terms of Use / Privacy Policy 
http://www.selosoft.com/privacypolicy.ht
ml 

Please note: While the information in this review is considered true and correct at the date of publication, subsequent changes to 
the software or vendor policy may impact its accuracy. 

This information has been provided to you as a confidential service and should not be forwarded electronically or in hard copy to 
third party service providers. 

Date of Assessment:  24 July 2020 

   

INFORMATION YOU SHOULD KNOW This service is not designed for student use. 
 

• This service enables students to upload content.  Teachers should supervise students to ensure they only 
upload personally identifiable content, including photos, that are required. 

. 

TIPS FOR PROTECTING PERSONAL INFORMATION   
Practice and teach safe online practices (see below) 

 

Data minimisation 
Only provide personal information that is essential for use of the service.  Reconsider sharing any optional 
information including photos.  Remind students not to post any photos of other people without permission from the 
individual and parent. 
Highest privacy settings 
Always check the privacy settings available and apply the highest level. 
 

 

 

   

Zones of Regulation: Exploring 
Emotions App 
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